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Recent years have given rise to an abundance of new methods of attack. The
providers of protective measures, however, have not been idle, either. As a
result, the topic of network security has become increasingly complex
compared to earlier days. The know-how imparted in this course is the basis
for taking over tasks in security planning and administration of IP-based
networks, which the participants will be able to perform on their own
account.

Course Contents
• Attacks on the Protocol Layer, e.g. ARP Cache Poisoning and IP Spoofing
• Attacks on Applications and Operating Systems
• Scanning and OS Fingerprinting
• Basic Protection According to the BSI (Federal Office for Information Security)
• Symmetrical and Asymmetrical Encryption (AES, 3DES, RSA, ECC, ...)
• Data Integrity and Keyed Hash (MD5, SHA-1)
• Authentication, Signatures, and Certificates
• IPsec and SSL and their Application in VPNs
• Applications: SSH, PGP, EFS, and Blackberry
• Firewalls and DMZ
• Intrusion Detection and Prevention
• Hands-On Exercises at the Test Network

In this course of the ExperTeach Networking series, each student will receive the
comprehensive ExperTeach course documentation.

Target Group
Networkers who require detailed knowledge regarding the security problems in the
TCP/IP world and who are looking for adequate solutions can find them in this course.
The course is designed for administrators, planners, and consultants.

Knowledge Prerequisites
Optimum prerequisites for participation in the course are profound basic know-how
of the LAN, router, and Internet environment, as well as a deeper knowledge of the IP
protocol.
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3 days € 1,395 exclusive of V.A.T.

Course date (mm/dd/yy)/Location

02/21-02/24/12 Frankfurt
03/13-03/16/12 Düsseldorf
04/10-04/13/12 Berlin
04/10-04/13/12 Hamburg
04/24-04/27/12 München
04/24-04/27/12 Stuttgart
05/29-06/01/12 Frankfurt
05/29-06/01/12 Zürich
07/30-08/02/12 Wien
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08/27-08/30/12 Frankfurt
09/18-09/21/12 Düsseldorf
10/16-10/19/12 Berlin
10/16-10/19/12 Hamburg
11/05-11/08/12 Stuttgart
11/05-11/08/12 München
12/03-12/06/12 Zürich
12/03-12/06/12 Frankfurt
01/21-01/24/13 München
02/18-02/21/13 Frankfurt

Up-to-date information: www.experteach-training.com SECU

Reservation and Registration
We will be glad to make a free and non-binding
course reservation for you for the duration of two
weeks. On www.experteach-training.com under
Registration, you can conveniently make course
reservations, registrations, and hotel reservations.
Alternatively, call us under +49 6074 4868-0.

For closed groups of participants, we can modify the
course contents according to your requirements. Do
not hesitate to contact us!
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